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Request for Proposal for Firewall

1 Overview of Requirements

As a part of the technological process & Security purpose Bank is planning to
procure 17 Firewall for its branch offices from the qualified and reputed
firm/companies on the following terms and conditions.

2 Instructions to bidders

This covers following parts

1)

2)

3)

4)
5)

Tender form will be evaluated in two parts
a. Commercial
b. Technical

Bidders need to provide Commercial Bid in a separate sealed
envelope.

Bidders need to provide Technical Bid in a separate sealed envelope
with the followings:

a. Covering Letter

b. Technical Specifications be mentioned in the table format given
below.

c. Additional information if any
d. Brochure
OEM Authorization letter to be provided in the Name of the Bank.

The vendor will be responsible for the successful installation and
configuration of the firewall at the various locations of the branches
and offices of the bank as per the requirement of the Bank. The
vendor is responsible to complete the installation and configuration
tasks in coordination with other vendors of the Bank.

3 Submission of BID:

The vendor should submit the BID document in a sealed envelope as
mentioned above By Hand only at the below address of the Bank :
Address of Bank: Head Office, 179, Bhavani Peth, Rajpath, Satara.-
415002.

Last Date & Time of Submission of BID:21/12/2022 upto 5:30pm.




4 General:

e The Bank reserves the right to reject any or all the tenders, or call off
the entire tender process without providing any specific reason.

5 Evaluation

The evaluation of the bidders will be done on the basis of criteria mentioned
below.

e The vendor should be direct partner of OEM (Original Equipment
Manufacturer).

e The main factor of selection will be meeting the technical
requirements, quality and local infrastructure of the vendor for after
sales support.

e The timely delivery of the Firewall will be one of the criteria of the
evaluation.

e Finally the Price, Performance/Return on Investment, experience of

the vendor will be important factors for finalisation.

6 Payment terms

Payment_100% will be done after the successful installation and configuration
of all the Firewalls at the branches, offices of the Bank and as per the
requirement of the Bank.



7 Technical Specifications format

Sr. | Component Details
No.
1 Make/Brand Sophos
2 Model XGS 107 HW
3 Port 8GE + 1 SFP Port
4 Memory Flash Memory
. Base License ( incl.FW,VPN & Wireless) for
° License unlimited userg )
Xstream Protection Bundle, which includes
6 Subscription & Network Protection, Web Protection, Enhanced
Warranty/Validity support, Zero Day Protection, Central
Orchestration with 3years.

7 Built in Intel multi-core technology, Solid-state drives and
accelerated in-memory content scanning, packet
optimization technology ensuring maximum
throughput.

8 Centralized Capable of Centralized Management

Management
9 Warranty  for all | 3years
components
Must include following features:
1 Blocks unknown . Need to protect Bank’s network from ransomware
threats and advanced threats including top-rated IPS,
Advanced Threat Protection, Cloud Sandboxing,
Dual AV, Web and App Control.
2 Automatic incident Solution should be able to fully identify the source
response of an infection on Bank’s network and
automatically limit access to other network
resources in response. It should share telemetry
and health status.
3 Exposes hidden risks | It should provide unprecedented visibility into top

risk users, unknown apps, advanced threats,
suspicious payloads, etc. It should give rich on-box
reporting included at no extra charge.
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